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Call to Order 11:30 a.m.
Roll Call

Public Input (Time Limit: 4 minutes per speaker)

Action Items: Matters for Discussion and Possible Motion by the Committee

None

Information Items: These items are not presented for Committee action but consist of status
updates and cyclical reports.

Internal Audit

1. ACE Award Recognition - Sandra Duenas/
Jessica Huffman

2. Progress Report on the Internal Audit Plan - Harsh Jadhav

3. Review Completed Audits and Projects - Harsh Jadhav

4. Business Impact Analysis/Dark Website Update - Vijay Jagar/

Marlon Montenegro

Trustee Remarks

Future Discussion Items

Establishment of Next Meeting Date
TBD




MEMORANDUM TO THE AUDIT COMMITTEE

DATE: November 20, 2025

TO: Members of the Audit Committee

FROM: Harsh Jadhav, Chief of Internal Audit
SUBJECT: Progress on the Internal 2025 Audit Program

Executive Summary

The November 2025 Audit Committee meeting will include a progress update on the 2025 Internal Audit
Program, the results of the most recent Benefits Certification Audit, and a presentation from Vijay Jagar.
PRISM and Marlon Montenegro, PRISM on the Business Impact Analysis (BIA), and new risks found on
the Dark Web.

Overall, the audit program is proceeding according to schedule. In Q3 2025, we completed the Benefit
Certification Audit and made significant progress on the System-Wide Benefit Overpayment Audit —
Divorced Members. The Workforce Resilience Audit is on hold pending the completion of the Business
Impact Analysis. The 401(a) 17 Cap Limitation Audit and Third-Party Service Provider Review are due to
start in late Q4 2025.

The Data Cleanup Review was pushed back to 2026 to allow staff to complete the Benefit Certification
Audit, which was deemed more important. The Investment Manager Fee Review has begun, and we are
working with the Investment Department to plan the audit and select an appropriate sample of investment
managers for the fee analysis.

Fraud Awareness and Training

Promoting fraud awareness remains a top priority for the Internal Audit Department. In Q3 2025, Internal
Audit Team Members, Caxton Fung and Lyndon Coggin, did an excellent job leading ACERA's Annual
Employee Fraud Training. They discussed several important topics, including emerging fraud trends, the
fraud triangle, the importance of the ethics hotline, and the application of critical thinking in detecting fraud.

ACE Employee Recognition — Kevin Weller, Benefits Department

We are pleased to announce our most recent ACE award recipient, Kevin Weller, Retirement Benefits
Specialist, with the Benefits Department. The ACE Program (Anti-Fraud, Controls, Excellence) is our
employee recognition program that honors employees who exceed their roles and responsibilities to
improve efficiency, enhance internal controls, and prevent fraud.



During the PAS project, Kevin played an integral role by providing valuable insights during the
requirements and design phases, optimizing processes, strengthening internal controls, and improving
overall efficiency within the Benefits Department. His exceptional organization, technical expertise, and
attention to detail allowed him to identify potential risks early, propose staff-friendly solutions, and ensure
programming was accurate and easy to use.

Kevin independently tested critical functionality, troubleshot issues, and developed comprehensive job aids
and procedural documentation for the team. His leadership, expertise, and collaborative spirit were
instrumental to the success of the PAS project and to strengthening ACERA's retiree benefit operations.
His work ethic, technical mastery, and commitment to excellence continue to set a high standard for
performance and professionalism across the organization.

Our sincere congratulations to Kevin for a job well done!

2025 Audit Schedule

Internal Audit Plan (2025) Service Line Assigned Status Q1 Q2 Q3 Q4
Member Direct Deposit (Fraud) Audit Internal Audit Caxton Completed
System-Wide Benefit Overpayment Audit -Divorced Members Internal Audit Caxton In Process
Workforce Resilience (Critical Functions) Audit Internal Audit Marlon, Dana, Continuous

Lyndon, Harsh

Benefit Certification Audit (New) Internal Audit Lyndon Completed
401(a) 17 Cap Limitation Audit Employer Audit|  Caxton Not Started
Data Cleanup Review - HRA Payment Review Special Project Lyndon  |Delayed to 2026
Third-Party Service Provider Review Special Project Harsh Not Started
Investment Manager Fee Review Special Project Harsh Started
Cybersecurity and Data Security Education Administration | Vijay/Harsh | Continuous
2025 Annual Risk Assessment Administration Harsh Completed
2026 Annual Risk Assessment Administration Harsh Not Started
Fraud Hotline Management Administration Lyndon Continuous
Fraud Training Administration | Lyndon/Caxton| Completed
2025 Audit Program
Internal Audits

Member Direct Deposit (Fraud) Audit

This audit aims to enhance internal controls by assessing potential fraud risks associated with unauthorized
attempts to change a member's bank account information via the member portal or standard change request
processes. A joint member authentication survey conducted by ACERA and CALAPRS revealed growing
concerns among retirement systems regarding members using virtual-only banks. This audit will address
these concerns by evaluating existing authentication protocols and identifying areas for improvement to
mitigate fraud risks.

System-Wide Benefit Overpayment Audit — Divorced Members

This audit aims to ensure the accuracy and consistency of internal controls designed to prevent benefit
overpayments for ex-spouses and ex-partners of divorced members. Our approach involves conducting
targeted, small-sample audits to identify potential vulnerabilities in calculating overpayments in monthly
retirement benefits. Key focus areas include separate and shared accounts, court orders, and unusual
scenarios. This methodology enables us to detect systemic issues and efficiently propose actionable
remediation recommendations.




Workforce Resilience Audit

This review evaluates ACERA's preparedness to sustain critical processes during periods of disruption.
Specifically, it assesses whether staff are adequately trained, backup personnel are identified and equipped
to perform critical tasks, and essential processes are documented and updated regularly. Given the ongoing
challenges posed by cybersecurity and other adverse events, this audit supports business continuity by
ensuring that ACERA maintains operational resilience.

Benefit Certification Audit

This audit reviews the overpayment of benefits resulting from ACERA's failure to be promptly notified of
the death of the benefit recipient. If ACERA is not notified of the benefit recipient's death and the payment
continues after the death, the funds are improperly disbursed. The longer the death goes unreported or
undiscovered, the greater the overpayment and the more difficult it is to recover.

Employer Audits

401(a) 17 Cap Limitation Audit

The objective of this audit is to verify compliance with the IRS 401(a) 17 limit under Title 26 of the United
States Code and PEPRA's new tier wage limits. Sample testing of select employers will assess the
effectiveness of their internal controls and ACERA's oversight in ensuring the timely halting of
contributions when limits are reached.

Special Projects

Data Cleanup Review

This project focuses on reviewing benefit databases and applications for accuracy and completeness. Online
files and folders will be examined to ensure that the required documentation for administering retirement
benefits, such as death certificates, is properly stored, accessible, and current. In 2025, we will review
Health Reimbursement Accounts (HRAs) for duplicate payments.

Third-Party Service Provider Review

This review assesses whether critical third-party service providers managing ACERA's confidential and
sensitive information have adequate insurance coverage, robust internal controls to prevent data breaches,
effective processes for adverse event management, and sufficient incident response procedures.

Investment Manager Fee Review

This review aims to ensure the accuracy and appropriateness of fees paid to investment managers. It
includes thoroughly evaluating fee agreements, such as management and performance fee structures, to
confirm compliance with contractual terms. Transaction records, account statements, and invoices will be
analyzed to verify calculations, ensure regulatory compliance, and align with industry practices. This
review will identify discrepancies, overpayments, or inefficiencies and recommend measures to strengthen
financial controls.

Cybersecurity and Data Security Education

In collaboration with the PRISM Department, this special project evaluates the adequacy of employee
training and incident response, business recovery, and threat analysis processes. It aims to protect sensitive
organizational and member data against emerging cybersecurity threats and promote the responsible use of
artificial intelligence.

Summary

We are focused on meeting the objectives of the 2025 Audit Program. I want to acknowledge my staff for
their strong effort and dedication to delivering quality work. The Internal Audit Staff continues to do an
excellent job partnering with management, serving the Board of Retirement, and protecting our members.
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ACE Award
Recognition

Benefit Certification
Audit Results

Business Impact
Analysis and Dark
Website Update
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ACE Award Recipient
— Kevin Weller

Kevin Weller has been a dedicated team
member of ACERA for nine years,

advancing to his current role overseeing \
retiree payroll, retiree deaths, and the
processing and reconciliation of health
deductions. Throughout his career, Kevin

has exemplified professionalism,

reliability, and an unwavering commitment

to delivering high-quality service to

ACERA’s members.

During the PAS project, Kevin played an
integral role by providing valuable insights
during the requirements and design
phases, optimizing processes,
strengthening internal controls, and
improving overall efficiency within the
Benefits Department. His exceptional
organization, technical expertise, and
attention to detail allowed him to identify
potential risks early, propose staff-friendly
solutions, and ensure programming was
accurate and easy to use.

- Jessica Huffman, Assistant Benefits Manager



2025 Internal Audit Plan

Q4

Internal Audit Plan (2025) Service Line Assigned Status Q1 Q2 Q3
Member Direct Deposit (Fraud) Audit Internal Audit Caxton Completed
System-Wide Benefit Overpayment Audit -Divorced Members Internal Audit Caxton In Process
Workforce Resilience (Critical Functions) Audit Internal Audit Marlon, Dana, Continuous
Lyndon, Harsh
Benefit Certification Audit (New) Internal Audit Lyndon Completed
401(a) 17 Cap Limitation Audit Employer Audit Caxton Not Started
Data Cleanup Review - HRA Payment Review Special Project Lyndon Delayed to 2026
Third-Party Service Provider Review Special Project Harsh Not Started
Investment Manager Fee Review Special Project Harsh Started
Cybersecurity and Data Security Education Administration | Vijay/Harsh Continuous
2025 Annual Risk Assessment Administration Harsh Completed
2026 Annual Risk Assessment Administration Harsh Not Started
Fraud Hotline Management Administration Lyndon Continuous
Fraud Training Administration | Lyndon/Caxton| Completed




Local Government
Officials Guide to
Cybersecurity

Cybersecurity Essentials for Local Leaders

@ OCTOBER

2025

Propased Iy
Local Government
Cybersecurity

Alliance (LGCA)

Cybersecurity Essentials for Local
Leaders

A plain-language, non-technical guide
designed to empower public officials to
lead with confidence in the digital age.

For Elected Officials, Administrators and
Trustees serving Counties, Cities,
Townships, Municipal Agencies and
Special Districts

Learn how to:

« Understand your cyber governance role
and legal responsibilities.

» Ask the right questions of IT staff and
vendors.

 Prioritize smart, scalable security
investments.

Please email Harsh Jadhav at hjadhav@acera.org for a free copy of the guide.
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Results of the
Benefit
Certification Audit
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Audit
Objective

This audit confirmed
benefit recipients are
alive and eligible to
continue receiving death
benefits.

The audit required benefit
recipients to provide
evidence or notification
from an authorized
representative affirming
the benefit recipient was
alive.



This audit reviewed the
validity of death benefit
payments made to:

« Benefit recipients over
100 years young

» Benefit recipients havin
a primary residence wit
an international address.

This population was
deemed to represent the
highest potential risk of an
unreported death.

There were 67 benefit
recipients in the population.




Audit Process

Foreign Benefit

Recipients 30 30
(40 Recipients) Quarterly Days Days
) | | |

Database
Search

Benefit Recipients
Over 100 Years Old
(27 Recipients)




EFFECTIVE

« A copy of an official death
certificate is in the benefit
recipient's file to validate
the date the death
occurred.

EFFECTIVE

« Confirm that the recipients
who are entitled to and
receiving a retirement
benefit are still alive.

INTERNAL CONTROLS
ARE EFFECTIVE
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Key Recommendations

1. We recommend contacting the high-risk benefit recipients at least every
three years to remind them to update their address records and Power of
Attorney (if required).

2. We recommend considering the use of notarization (including foreign
notarization) to confirm that foreign benefit recipients are still living.

3. As recommended by the CEO, the Benefits Department should consider
using a second death search vendor periodically to review our member
database for unreported deaths.

4. We recommend continuing their process of monitoring Member Direct for
potential third-party takeover of a benefit recipient's account.
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Business Impact
Analysis

* Marlon Montenegro
« ACERA PRISM Department
* November 2025




 Business Impact
Analysis (BIA) assesses
the potential
consequences of
Talld disruptions to critical
Defl N Itl on business functions,
processes & resources

* BIA vs. Risk Assessment




Why Is the BIA
Important?

* Improve Operational Resilience

» Reduce Financial Losses

« Meet Regulatory & Legal Requirements
* Increased Resilience




Key Aspects of BIA

» ldentify Critical Functions & Processes

» Assess Potential Impacts by Disruptions
» Determine Resource Requirements

» Develop Recovery Strategies

* Prioritize Recovery Tasks




Departmental BIA

BIA Survey Worksheet Identifies the Following:
* Inventory of Functions & Processes
 Rate Criticality
* Recovery Time Objective (RTO)

* Primary & Backup Staff

* Internal & External Dependencies
* Documents, Files

» Systems Requirements




BIA 2024-2025
Results

« No major changes to organizational functions &
processes from previous BIA cycle

- Efforts to upgrade and virtualize systems to
provide high availability, security & faster
recovery

* Pension Administration System
* Document Management System
» Telephone System




Future Activities

« Accounting System Upgrade

* Transition from shared drive file storage to cloud
storage system

e Qutsource services
* Alternate Worksite




Questions |




Vijay Jagar

ACERA

PRISM a r e
Department

November
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MEMORANDUM TO THE AUDIT COMMITTEE

DATE: November 20, 2025
TO: Members of the Audit Committee
FROM: Harsh Jadhav, Chief of Internal Audit

SUBJECT: Results of the Benefit Certification Audit

Executive Summary

As fiduciaries, trustees are responsible for protecting and preserving the plan's assets for all participants.
One risk area is the overpayment of benefits due to ACERA's failure to be promptly notified of the benefit
recipient's death. If ACERA is not notified of the benefit recipient's death and the payment continues after
the death, the funds are improperly disbursed. The longer the death goes unreported or undiscovered, the
greater the overpayment and the more difficult it is to recover.

Audit Objective

This audit confirmed that benefit recipients are alive and eligible to continue receiving retirement benefits.
The audit required benefit recipients to provide evidence through a signed statement, verbal or visual
authentication, or a notification from an authorized representative affirming the benefit recipient's
continued life. Finally, we provided management with an independent review and recommendations for
process improvement based on internal control weaknesses or inefficiencies we observed. We also
identified potential cases in which we could not confirm the beneficiary's status during verification.

Summary of Audit Results and Key Recommendations

Based on the audit results, the controls related to the Benefit Certification Audit were deemed effective and
generally adequate, functioning as intended by management.

To enhance the internal controls, we recommended:

1. Contacting the high-risk benefit recipients at least every three years to remind them to update their
address records and Power of Attorney (if required).

2. Consider the use of notarization (including foreign notarization) to confirm that foreign benefit
recipients are still living.

3. As recommended by the CEQO, the Benefits Department should consider using a second death search
vendor periodically to review our member database for unreported deaths.

4. Continue the process of monitoring Member Direct for potential third-party takeover of a benefit
recipient's account.



Alameda County Employees' Retirement Association
Internal Audit Department

Benefit Certification Audit

INTERNAL AUDIT DEPARTMENT
NOVEMBER 2025

PREPARED FOR:
THE ACERA BOARD OF RETIREMENT
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CONTROL SUMMARY

KEY CONTROLS

Control Risk Level Effectiveness

REPORTED DEATHS ARE DOCUMENTED
A copy of an official death certificate is included in MEDIUM EFFECTIVE
the benefit recipient's file to verify the date of death.
The scope of the audit was limited to benefit
recipients who are over 100 and/or living outside the
United States and do not have a death certificate in
their file.

ONLY LIVING BENEFIT RECIPIENTS ARE PAID A HIGH EFFECTIVE
RETIREMENT BENEFIT

Confirm that the recipients entitled to and receiving a
retirement benefit are still alive. ACERA is typically
notified about a benefit recipient's death through a
relative, employer, or other concerned individual.
Additionally, ACERA conducts third-party online
searches to verify information in public obituary
databases for deceased beneficiaries. Upon
notification of death, ACERA stops benefit payments
and requests an official death certificate for the
benefit recipient's record.
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RISK LEVEL

High-Risk Controls:

Controls associated with critical processes within an organization. Typically, they are
associated with overall monitoring controls or valued in key or numerous processes. They can
be controls that had significant findings in previous years. A high-risk control failure could result
in material weakness. A material weakness includes material misstatements in the financial
statements, significant process errors, and the misuse of ACERA resources.

Medium-Risk Controls:

Controls are associated with important processes within an organization, where a deficiency in
control could result in financial loss or a breakdown in the process. Still, in most cases, they do
not lead to a critical systemic failure. Typically, these controls have had minimal or no findings
in previous years, but they are integral to the process and necessary to test regularly. A
medium-risk control failure could result in a significant deficiency and, in some instances, a
material weakness. Significant deficiencies can include staff competency issues, inconsistent
business processes, and inadequate utilization of ACERA resources.

Low-Risk Controls:

Controls associated with process optimization and non-critical processes. Typically, they
represent controls that did not yield findings in the previous year's testing and have not
undergone changes in operation or personnel performing the controls. Low-risk controls are
inherent in the current control environment. Still, they are unlikely to cause a material
misstatement unless several low-risk controls fail within the same process.

CONTROL EFFECTIVENESS

Effective:
The control is fully operating as designed.

Partially Effective:

The control is operating as designed, with modifications necessary due to changes in business
processes, personnel, inadequate documentation, incomplete implementation, or the control
requiring additional enhancements to be effective. Often, new controls will fall into this
category.

Improvement Opportunity:

The control is only marginally effective and should be redesigned or implemented. Typically,
these controls require review due to an ineffective design, which prevents the control from
effectively detecting control risk.

Ineffective:
The control is not operating as designed and could lead to a significant risk to the organization
if not remediated.

Remediated:

The control was previously ineffective, partially effective, or an improvement opportunity. A
remediation plan is in place to correct the deficiency. Note that reliance can be placed on the
remediated control once it has been retested by an internal audit, which typically occurs in the
next audit cycle.

Page
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EXECUTIVE SUMMARY

As fiduciaries, trustees are responsible for protecting and preserving the plan's assets
for all participants. One area of risk is the potential for overpayment of benefits due to
ACERA not being notified promptly of the death of the benefit recipient. If ACERA is
not notified of the benefit recipient's death, and the payment continues after the benefit
recipient's death, the funds are improperly disbursed. The longer the death goes
unreported or undiscovered, the greater the overpayment and the more difficult and
time consuming it may be to recover the funds. Recovering overpayments may be
especially difficult when collecting from those living abroad.

AUDIT OBJECTIVE

This audit confirmed that benefit recipients over 100 and/or living abroad are alive and
eligible to continue receiving death benefits. The audit required benefit recipients to
provide evidence through a signed statement, verbal or visual authentication, or
notification from an authorized representative or family member affirming the benefit
recipient is alive. Finally, we provided management with an independent review and
recommendations for process improvements based on the weaknesses and
inefficiencies we observed. We also identified potential cases where we could not
confirm if the beneficiary was alive through the verification process or appeared to
have a higher likelihood of fraud.

SCOPE AND AUDIT STRATEGY

This audit reviewed whether retirement benefit payments made to benefit recipients
living abroad and to those over the age of 100 were valid. To receive valid benefit
payments, the recipient must be alive. This population was deemed to represent the
highest potential risk of an unreported death. There was a total of 67 benefit recipients
in the original population, comprising 27 who were over 100 years old and 40 who used
a foreign address as their primary residence.

AUDIT LIMITATIONS

In previous audits, we requested benefit recipients to notarize their signatures to prove
they were alive and well. We found that requesting notarization could cause hardship
for some benefit recipients, both financially and personally, as many older benefit
recipients are living on a fixed income, lack mobility, or are in poor health. Please note
that without requiring notarization, there is a higher risk of not detecting a deceased
benefit recipient, especially if the recipient lives abroad or has a joint bank account,
where the other party on the account may have little incentive to report the death.
Finally, our audit report will not disclose the personally identifiable information (PIl) of
the benefit recipient, as it is subject to privacy laws and regulations. Any test results
with PIl can only be obtained through the audit evidence maintained in a secure shared
drive.

Page
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AUDIT GUIDANCE AND STANDARDS

Internal auditing is conducted in diverse legal and cultural environments, within
organizations that vary in purpose, size, complexity, and structure, and by persons
within or outside the organization. While differences may affect the practice of internal
auditing in each environment, we use The IlA's International Standards for the
Professional Practice of Internal Auditing (Standards) as a model, but do not fully adopt
them.

If internal auditors or the internal audit activity is prohibited by law or regulation from
conforming to certain parts of the Standards, conformance with all other parts of the
Standards and appropriate disclosures are required.

If the Standards are used in conjunction with standards issued by other authoritative
bodies, internal audit communications may also cite the use of other standards as
appropriate. The Standards are principles-focused, mandatory requirements consisting
of:

(1) Statements of basic requirements for the professional practice of internal auditing
and evaluating performance effectiveness are internationally applicable at
organizational and individual levels.

(2) Interpretations, which clarify terms or concepts within the Statements. The
Standards employ specific terms. Specifically, the Standards use the word "must" to
specify an unconditional requirement and the word "should" when conformance is
expected, unless, in applying professional judgment, circumstances justify
deviation. It is necessary to consider the Statements, their Interpretations, and the
specific meanings from the Glossary to understand and apply the Standards
correctly.

(3) The structure of the Standards is divided between Attribute and Performance
Standards. Attribute Standards address the attributes of organizations and
individuals performing internal auditing. The Performance Standards outline the
nature of internal auditing and establish quality criteria against which the
performance of these services can be evaluated. The Attribute and Performance
Standards are also provided and can be applied to all internal audit services.

Assurance services involve the internal auditor's objective assessment of evidence to
provide an independent opinion or conclusions regarding an entity, operation, function,
process, system, or other subject matter. The internal auditor determines the nature
and scope of the assurance engagement. There are generally three parties involved in
assurance services:

Consulting services are advisory and are generally performed at the specific request of
an engaged client. The nature and scope of the consulting engagement are subject to
agreement with the engagement client. The internal auditor should maintain objectivity
when performing consulting services and refrain from assuming management
responsibility.

Page
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TESTING PROCESS AND REPORTING FLOW

—

Foreign Benefit

Recipients 30
(40 Recipients) Quarterly Days
L | | |

Benefit Recipients Database
Over 100 Years Old Search

(27 Recipients)

CONTROLS TESTED

CONTROL 1 - REPORTED DEATHS ARE DOCUMENTED
Risk Level — Medium
Control: Effective

Control:
A copy of an official death certificate is included in the benefit recipient's file to verify
the date of death.

Risk:
Pension benefits may be paid incorrectly due to fraud or inadequate oversight.

Owner:
Benefits Department

Testing Procedure:

This test validated whether payments were inadvertently made to a benefit recipient
without a death certificate. Since there can be a time gap between when our audit
started and when a death certificate is received. We first investigated files to determine
if the death process had been started before going forward.

Page
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A death certificate must be present before payment can be made for the death. In rare
circumstances, management discretion may be used to pay with alternative documents
that verify the recipient's death. The Benefits Department also advised that the death
certificate determines the date from which death payments are calculated in cases of
pro-rated benefits, return of contributions, and continuance payments. Death
certificates are required before death benefit payments are made.

The Benefits Department informed us that deaths are reported in various ways. Each
method of death notification requires additional validation before ACERA will suspend
the benefit. If the death cannot be confirmed, the Benefits Department will conduct an
online search using a death reporting provider to confirm the death, before suspending
the benefit or issuing a check and returning it to ACERA for safekeeping.

The Benefits Department may also review secondary validation sources, such as
obituaries, verification from a spouse/family member (who have been positively
identified), death certificates (if available), and LexisNexis. Below are the most
common ways the Benefits Department receives death notifications:

LS360

Third-party Notification, such as a family member

Returned ACH/closed account due to death.

notification by insurance carriers

Retiree Associations, 1st United and Employer Notifications

O 0O O0OO0O0

Death certificates are required before a death benefit payment is made. The Benefits
Department cannot require a death certificate before suspending a benefit due to the
time it takes for a death certificate to be issued, or the informant may not be able to
obtain the death certificate because of their relationship with the deceased. Death
certificates may take 30 days or months (especially if the death occurred outside of the
US or is pending investigation by the coroner) to become available. ACERA must
quickly suspend or have the payment returned to ACERA for safekeeping to reduce
overpayments.

Results:

One death was recorded during the Benefit Certification Audit. In this case, the death
certificate was discovered in the decedent's file, but the process had not been
completed. The death certificate was obtained prior to the start of our audit.
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CONTROL 2 - ONLY LIVING BENEFICIARIES CONTINUE TO BE PAID A

DEATH BENEFIT
Risk Level — High
Control: Effective

Control:

Confirm that the recipients tested were entitled to and receiving a retirement benefit
were still alive. ACERA is typically notified about a benefit recipient's death through a
relative, employer, or other concerned individual. Additionally, ACERA conducts third-
party online searches to verify information in public obituary databases for deceased
beneficiaries. Upon notification of death, ACERA stops benefit payments and requests
an official death certificate for the benefit recipient's record.

Risks:

Without proper documentation on file, someone other than the intended beneficiary
may receive a death benefit. Conversely, payments are not made to beneficiaries
legally entitled to the death benefit.

Owner:
Benefits Department

Testing Procedure:

The verification process was performed by requesting two lists of current benefit
recipients (those aged 100 and over, and benefit recipients with foreign addresses).
There were 27 benefit recipients listed as being over 100 years old, and 40 benefit
recipients with foreign addresses. We sent both lists of benefit recipients a series of
benefit certification letters, which required the benefit recipients to confirm and certify
that they were still living and entitled to continue receiving benefits. The mailing
campaign consisted of a series of three letters/reminders sent over three months.

Additionally, the Benefits Department recommended and provided us with a list of
emails for those benefit recipients with an email address on file. This was an excellent
recommendation, which facilitated communication with benefit recipients who had
questions about the verification process. During the audit, we collaborated with the
Benefits Department to identify potential exceptions and establish monitoring controls.
The Benefits Department was informed of the process improvement opportunities,
potential exceptions, and a list of benefit recipients who required further investigation.

Results:

Of the 67 benefit recipients, 62 were verified (including one reported death). Of the five
unverified benefit recipients, three lived abroad and could not be verified for several
reasons (i.e., undeliverable address, the benefit recipient being unresponsive). In
addition, two benefit recipients were verified by representatives without a valid power of
attorney on file. Our process requires the representative or family member responding
on behalf of the benefit recipient to have a valid power of attorney on file with ACERA
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to count the benefit recipient as verified. The five unverified benefit recipients were
referred to the Benefits Department for additional research and follow-up.

Recommendations Business
Owner

1. We recommend contacting the high-risk benefit o Benefits
recipients at least every three years to remind them to Department
update their address records and Power of Attorney
(if required).

2. We recommend continuing contacting individuals who Benefits
have responded to ACERA on behalf of the benefit Department
recipients (i.e., the benefit recipient's child) to inform
them about the option to file a Power of Attorney with
ACERA, so they can officially respond to inquiries and
complete the benefit certification requirements on
behalf of the benefit recipient.

The Benefits Department advised that they are
reviewing all POA items referred to during the audit
and assigning team members to contact and work
with the parties to set up valid POAs with ACERA.

3. We recommend considering the use of notarization e Benefits
(including foreign notarization) to confirm that foreign Department
benefit recipients are still living. We noted that some
unverified individuals living in a foreign country had
not been contacted for several years. It is unlikely that
ACERA will discover a death in a foreign country
through a death database search.

4. We recommend continuing to educate benefit e Benefits
recipients and their authorized representatives on the Department
importance of keeping their records up to date at
ACERA.

The Benefits Department has already implemented
several processes to contact and educate members
about updating their beneficiaries, addresses, and
information about legal representation.
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5. We recommend that the Benefits Department should e Benéefits
consider conducting more regular benefit certification Department
audits as part of its normal business process. These
audits increase effectiveness if run regularly to ensure
the timely collection of overpayments. The Internal
Audit Department can assist, as necessary.

6. As recommended by the CEO, the Benefits e Benefits
Department should consider using a second death Department
search vendor periodically to review our member
database for unreported deaths.

7. We recommend continuing the process of monitoring e Benéefits
Member Direct for potential third-party takeover of a Department
benefit recipient's account.

CONCLUSION
The internal controls were deemed EFFECTIVE.

Based on the audit results, the controls related to the Benefit Certification Audit are
generally adequate and functioning as intended by management. Although some
specific recommendations were made to protect against the identified risks and
enhance fraud monitoring, we are pleased with the strong effort the Benefits
Department has made in implementing effective controls and managing the process to
prevent overpayments.
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