
e           
 
 
 

Alameda County Employees’ Retirement Association 
BOARD OF RETIREMENT 

AUDIT COMMITTEE/BOARD MEETING 
NOTICE and AGENDA 

 
ACERA MISSION: 

 
To provide ACERA members and employers with flexible, cost-effective, participant-oriented benefits 

through prudent investment management and superior member services. 
 

Thursday, April 18, 2019 
1:00 p.m. 

 
LOCATION COMMITTEE MEMBERS 

 
 

ACERA 
C.G. “BUD” QUIST BOARD ROOM 
475 14TH STREET, 10TH FLOOR 
OAKLAND, CALIFORNIA  94612-1900 
MAIN LINE:  510.628.3000 
FAX: 510.268.9574 

HENRY LEVY, CHAIR EX-OFFICIO 
  
TARRELL GAMBLE, VICE-CHAIR APPOINTED 
  
KEITH CARSON APPOINTED 
  
DALE AMARAL ELECTED SAFETY 
  
ELIZABETH ROGERS ELECTED GENERAL 
  

 
Should a quorum of the Board attend this meeting, this meeting shall be deemed a joint meeting of the Board and 
Committee. 
 
The order of agenda items is subject to change without notice. Board and Committee agendas and minutes are available 
online at www.acera.org. 
 
Note regarding public comments:  Public comments are limited to four (4) minutes per person in total. 
 
Note regarding accommodations:  The Board of Retirement will provide reasonable accommodations for persons with 
special needs of accessibility who plan to attend Board meetings. Please contact ACERA at (510) 628-3000 to arrange 
for accommodation. 

http://www.acera.org/
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Call to Order:  1:00 p.m. 
 
Public Comment: 
 
Action Items:  Matters for Discussion and Possible Motion by the Committee  
 
External Audit: 
 
1. Recommendation to extend WACO’s contract to perform audits for calendar years 2019 and 

2020.  
 -  - Margo Allen  

Recommendation:   
The Audit Committee recommends to the Board of Retirement that the Board approve extending 
WACO’s contract to perform audits for calendar years 2019 and 2020.  

 
 
Information Items:  These items are not presented for Committee action but consist of status 
updates and cyclical reports 
 
External Audit 
 

1. Presentation and discussion of the draft Governmental Accounting Standards Board 
Statements No. 67 and 74 Valuations as of December 31, 2018 (Segal) 
 - Margo Allen 

 
Internal Audit 
 
2. Progress report on the Internal Audit Plan 
         -  Harsh Jadhav 
 
 
3. Presentation and discussion of the Financial Fraud Policy 
         -  Harsh Jadhav 
 
 
Trustee Comment: 
 
Future Discussion Items 
 
External Audit 

1. Discussion and possible motion to recommend approval of the December 31, 2018 Audited 
Financial Statements and Independent Auditor’s Report 

2. Discussion and possible motion to recommend adoption of the Government Accounting 
Standards Board (GASB) Statement No. 67 Actuarial Valuation and Addendum as of December 
31, 2018 
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3. Discussion and possible motion to recommend adoption of the Government Accounting 
Standards Board (GASB) Statement No. 74 Actuarial Valuation and Addendum as of December 
31, 2018 

Internal Audit 

1. Progress  report on the Internal Audit Plan 
2. Review complete audits 

Establishment of Next Meeting Date 
 
May 16, 2019 at 1:00 pm 















 
 

  

MEMORANDUM TO THE AUDIT COMMITTEE 
 

DATE: April 18, 2019 

TO: Members of the Audit Committee 

FROM: Harsh Jadhav, Chief of Internal Audit 

SUBJECT: 2019 Internal Audit Program 

 
Executive Summary 
 
The Internal Audit Department is in the process of conducting five internal audits and completing 
the Alameda Health System (AHS) and Superior Courts employer audits.  In addition, we will 
implement the ACERA Financial Fraud Hotline by the end of April, and plan to provide staff 
training on data analytics and financial fraud during the year.  The Audit Committee meeting in 
April 2019 will feature an update on the 2019 Internal Audit Program and a review of the 
Financial Fraud Policy. 
 
2019 Audit Plan 
 

 
 
 
 

Internal Audit Program (2019) Service Line Assigned Status Q1 Q2 Q3 Q4

Medical Part B Premium Reimbursement (MBRP) Audit Internal Audit Lyndon Started

Underpayments/Overpayments (Vendor Payments) Audit Internal Audit Lyndon Not Started

Investment Watchlist Audit Internal Audit Harsh Started

Cybersecurity and Data Security Review Internal Audit Harsh Ongoing

30 Year Membership Verification Audit Internal Audit Harsh Not Started

Employer Audit Testing/Report - Alameda Health System Employer Audit Caxton Started

Employer Audit Testing/Report - Superior Courts Employer Audit Caxton Started

2019 Annual Internal Audit Risk Assessment Administration Harsh Complete

2020 Annual Internal Audit Risk Assessment Administration Harsh Not Started

Actuarial Data Conversion Administration Lyndon Not Started

Implement Fraud Hotline Special Project Lyndon Started

Data Analytics Training for Staff Special Project Lyndon Not Started

Fraud Training for Staff Special Project Caxton/Lyndon Not Started



 
 
 
 
2019 Internal Audit Program 
 
Internal Audits 
 
Audit – Medical Part B Premium Reimbursement (MBRP) 
The objective of this audit is to ensure the monthly medical allowance (specifically related to the 
Medicare Benefit Reimbursement Plan) is paid to eligible retirees.   
 
Audit - Underpayment and Overpayment Audits (Vendor and Taxing Authority Payments) 
The objective of this audit is to ensure business processes are in place and effective in 
preventing and recovering overpayments made to healthcare vendors and government taxing 
authorities. The review will include a walk-through of the business processes to determine how 
overpayments occur, the internal controls in place to mitigate overpayments, and the recovery 
process. 
 
Audit – Investment Watchlist Audit  
The objective of this audit is to review the Investment Department’s procedures for monitoring 
fund managers based on the criteria listed in the General Investment Guidelines, Policies, and 
Procedures. Our focus will be to assess whether the internal controls were designed effectively 
to ensure performance decisions related to the Watchlist, Probation and Termination status, 
were made in accordance with the policy and established procedures. 
 
.Audit – Cybersecurity Review and Data Security 
The objective of this review will be to work with the PRISM Department to determine if adequate 
firewall, access controls, employee training, and processes for incident response, business 
recovery, and threat analysis are in place to ensure sensitive organizational data and member 
data are protected and secure. 
 
Audit – 30-Year Membership Verification 
The objective of this audit is to verify members granted 30-Year Membership have met the 
requirements for contributions to stop after 30 years of service credit.  The scope of work will 
include reciprocity, membership entry dates for both safety and general members, and 
membership tiers. 
 
Employer Audits 
 
Audit – PEPRA Employer Audit of Alameda Health System  

 The employer audit of the Alameda Health System will assess the participating employer’s 
compliance with state laws, rules, regulations and administrative policies regarding the 
enrollment of members, reporting of member data, and the reporting and remittance of employer 
contributions in accordance with the Public Employees’ Pension Reform Act of 2013. 

 
Audit – PEPRA Employer Audit of Superior Courts of California  
The employer audit of Superior Courts of California will assess the participating employer’s 
compliance with state laws, rules, regulations and administrative policies regarding the 
enrollment of members, reporting of member data, and the reporting and remittance of employer 
contributions in accordance with the Public Employees’ Pension Reform Act of 2013. 
 
Special Projects 
 
Data Analytics Training 
Internal Audit staff plans to hold internal training sessions to educate ACERA staff on various 
technology tools and processes to improve the use of data analytics for business decision 
making. 
 



 
 
 
 
 
Fraud Training 
Internal Audit staff is developing a fraud awareness program to educate team members on anti-
fraud activities that can reduce the cost of fraud within the organization. The training will cover 
fraud areas related to lack of segregation of duties, unauthorized use of data, operations, 
financial transactions, and theft. 
 
Fraud Hotline 
As part of their annual fraud assessment, the external auditor recommended for ACERA to 
implement a Financial Fraud Hotline.  We are expecting the hotline to be functional by Q2 2019. 
 
Update on the Employer Audit Strategy 
 

 
 
 
The Internal Audit Department completed the testing phase for the Alameda Health System 
Employer Audit and is now in the communication and report writing phase.  In addition, we are 
in the middle of the testing phase for the employer audit for the County of Alameda, Superior 
Courts. At this stage, we are testing membership and eligibility data.  We want to extend our 
thanks to both participating employers for their excellent cooperation.   
 
Summary 
 
The 2019 Audit Program includes seven active audits/reviews and three key initiatives. Similar 
to the previous year, the proposed audit examinations cover a cross-section of departments and 
risks.   I want to acknowledge my staff for their strong effort and dedication to delivering quality 
work.  The Internal Audit Staff will continue to do a great job partnering with management, 
servicing the Board of Retirement, and protecting our members. 
 

Participating Employer 2014 2015 2016 2017 2018 2019
Alameda County X
Superior Courts of California X
Alameda Health System X
First 5 Alameda County X
Housing Authority of the County of Alameda X
Livermore Area Recreation and Park District X



Internal Audit Department 
2019 Internal Audit Plan

April 18, 2019

Alameda County Employees’ Retirement Association
Internal Audit Department
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Agenda

1. Discussion of the Financial Fraud Policy

2. Progress on the Internal Audit Plan – 2019

3. Progress on the Employer Audit Plan – 2019

4. Questions



Financial Fraud Policy

• ACERA is committed to maintaining the highest 
standards of ethics, integrity and accountability. 

• ACERA recognizes the importance of protecting 
the organization, its employees, operations, 
members and assets from the consequences of 
fraudulent financial activity. 

• Employees are the first line of defense against 
fraud and should be vigilant at all times and 
report any concerns about financial fraud in 
accordance with these policy guidelines. 
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2019 Internal Audit Plan



Employer Audit Plan
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Complete

In Process



Questions
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MEMORANDUM TO THE AUDIT COMMITTEE 
 

DATE: April 18, 2019 

TO: Members of the Audit Committee 

FROM: Harsh Jadhav, Chief of Internal Audit 
Margo Allen, Fiscal Services Officer 

SUBJECT: Financial Fraud Policy 

 
Executive Summary 
 
The Financial Fraud Policy is a management policy and is being presented to the Audit 
Committee for information only.   
 
The policy was created to emphasize ACERA’s commitment to maintaining the highest 
standards of ethics, integrity, and accountability, and recognizing the importance of protecting 
the organization, its employees, operations, members and assets from the consequences of 
fraudulent financial activity. 
 
The policy was also established to facilitate the development of internal controls that will aid in 
the detection and prevention of financial fraud. ACERA employees are the first line of defense 
against fraud and should report any concerns about financial fraud in accordance with these 
policy guidelines. 
 
By providing proper policy guidelines and assigning responsibility for the development of 
internal controls and the conduct of investigations, ACERA can ensure consistent and effective 
prevention, investigation, and reporting of financial fraud.  
 
 



 

Adopted 10/18/2018 

 

 

FINANCIAL FRAUD POLICY 

 

I. PURPOSE 

The Alameda County Employees’ Retirement Association (“ACERA”) has adopted this 

policy to ensure consistent and effective prevention, investigation, and reporting of fraud. It 

will provide guidelines on how to report financial fraud by employees who suspect that 

financial fraud has occurred. 

 

II. OBJECTIVE 

ACERA is committed to maintaining the highest standards of ethics, integrity, and 

accountability. ACERA recognizes the importance of protecting the organization, its 

employees, operations, members and assets from the consequences of fraudulent financial 

activity. Employees are the first line of defense against fraud and should be vigilant at all 

times, and report any concerns about financial fraud in accordance with these policy 

guidelines.  

 

III. POLICY GUIDELINES 

A. This policy applies to any known or suspected acts of financial fraud at ACERA. These 

acts may involve ACERA employees, members, beneficiaries, consultants, vendors, 

contractors, or any other parties, with a business relationship with ACERA.  

B. This policy will not apply to known or suspected acts of financial fraud or irregularity by 

trustees, participating employers, or employees of a participating employer’s 

organization.  Those complaints should be directed to the CEO, Chief Counsel, Assistant 

CEO, ACERA Board Chairperson or the Board Vice-Chairperson. 

C. Each member of the management team should be familiar with the types of financial 

fraud that might occur within their area of responsibility and be alert for any indication of 

financial irregularity. Employees who become aware of circumstances that might 

constitute financial fraud should first report the circumstances to the manager of the area 
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affected or to their manager. The employee may also report the circumstances directly to 

the Internal Audit Department or through the Financial Fraud Hotline. 

D.  The Internal Audit Department will coordinate an investigation with the CEO, Chief 

Counsel, and others as appropriate. If any member of the Internal Audit Department is 

suspected of committing fraud, the CEO, Assistant CEO, or Chief Counsel should be 

notified immediately by the employee or the employee’s manager. 

 

IV. DEFINITION OF FINANCIAL FRAUD 

A. For the purpose of this policy, financial fraud can be broadly defined as an intentional act of 

deception involving misappropriation, financial reporting, or transaction processing for the 

purpose of personal gain.  

B. “Misappropriation” means the intentional, illegal use of funds of another person for one’s 

own use or another unauthorized purpose. Misappropriation also includes embezzlement and 

theft. 

C. Examples of financial fraud are listed below. This is not an exhaustive list. 

 

1. Authorizing or intentionally making payment to a fictitious or unapproved vendor. 

2. Theft of government money or property. 

3. Fraudulent claims for benefits. 

4. Consultant or vendor purposely overbilling or submitting false expense claims to 

ACERA. 

5. Any similar or related financial irregularity. 

 

V.      OTHER IRREGULARITIES NOT INVOLVING FINANCIAL FRAUD 

This policy does not relate to circumstances that do not involve financial fraud. Concerns 

about unnecessary spending, improper use of government resources, or inefficiencies should 

be brought to the attention of departmental management.  Concerns about behavioral conduct 

for temporary staff, permanent staff or contractors should be reported to the employee’s 

management or to the Human Resource Department.  Vendor performance issues or 

violations of contract terms should be reported directly to the department manager 
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responsible for the contract or to the Legal Department.  If there is any question as to whether 

an action constitutes financial fraud, contact the Internal Audit Department for further 

guidance. 

 

VI.   INVESTIGATION OF ALLEGATIONS OF FRAUD  

A. Following a report of alleged financial fraud, an investigator or investigation team may 

be formed by the Internal Audit Department, the Chief Executive Officer (CEO), or 

someone designated by the CEO or the Chief Counsel. Members of that team will have 

free and unrestricted access to all ACERA records that are within the scope of the 

investigation.  

B. Confidentiality of the complaint will be maintained, and information will be shared only 

with those parties who have a need to know about the details of the complaint and the 

identity of the complainant and parties involved. Information received about alleged 

fraud may need to be disclosed to internal and external parties as part of an investigation 

or as required by law. 

C. Employees who suspect fraudulent activity should not attempt to personally conduct 

investigations, interviews or interrogations related to any suspected fraudulent act, but 

will instead, notify their immediate supervisor, any Senior Leader or the Internal Audit 

Department of the facts surrounding the alleged fraudulent activity. 

D. Investigation results will not be disclosed or discussed with anyone other than those who 

have a need to know.  

 

VII. POLICY REVIEW 

Management shall review this policy at least every three (3) years to ensure that it remains 

relevant and appropriate. 

 

VIII. POLICY HISTORY 

A. Management has adopted this policy on 04/18/2019 
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