
           

 

 

 

Alameda County Employees’ Retirement Association 

BOARD OF RETIREMENT 

AUDIT COMMITTEE/BOARD MEETING 

NOTICE and AGENDA 
 

THIS MEETING WILL BE CONDUCTED VIA TELECONFERENCE PER GOV’T CODE § 54953(e)  
 

 

ACERA MISSION: 
 

To provide ACERA members and employers with flexible, cost-effective, participant-oriented benefits 

through prudent investment management and superior member services. 
 

Thursday, February 16, 2023 

12:30 p.m. 
 

ZOOM INSTRUCTIONS COMMITTEE MEMBERS 

 
The public can view the Teleconference 

and comment via audio during the 

meeting. To join this Teleconference, 

please click on the link below. 

https://zoom.us/join 

Webinar ID: 828 8311 5442 

Passcode:  765123 

For help joining a Zoom meeting, see: 

https://support.zoom.us/hc/en-

us/articles/201362193 

Call-in Number:  1 669 900 6833 

HENRY LEVY, CHAIR TREASURER 

  

ROSS CLIPPINGER, VICE-CHAIR ELECTED SAFETY 

  

KEITH CARSON APPOINTED 

  

TARRELL GAMBLE APPOINTED 

  

KELLIE SIMON ELECTED GENERAL 

  

 
 

 

 

 

This is a meeting of the Audit Committee if a quorum of the Audit Committee attends, and it is a meeting of the Board 

if a quorum of the Board attends. This is a joint meeting of the Audit Committee and the Board if a quorum of each 

attends. 

 

The order of agenda items is subject to change without notice. Board and Committee agendas and minutes, and all 

documents distributed to the Board or a Committee in connection with a public meeting (unless exempt from disclosure), 

are available online at www.acera.org. 

 

Note regarding public comments:  Public comments are limited to four (4) minutes per person in total. 

 

If you require a reasonable modification or accommodation for a disability, please contact ACERA between 9:00 a.m. 

and 5:00 p.m. 72 hours prior to the meeting at accommodation@acera.org or at 510-628-3000 

  

https://us02web.zoom.us/j/82883115442?pwd=NHlJV05Wb1FiY0g3WVlnZEJ6MjByUT09
https://us02web.zoom.us/j/82883115442?pwd=NHlJV05Wb1FiY0g3WVlnZEJ6MjByUT09
https://support.zoom.us/hc/en-us/articles/201362193-Joining-a-Meeting
https://support.zoom.us/hc/en-us/articles/201362193-Joining-a-Meeting
http://www.acera.org/
mailto:accommodation@acera.org
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Call to Order  12:30 p.m. 

 

Roll Call 

 

Public Comment (Time Limit: 4 minutes per speaker) 

 

Action Items:  Matters for Discussion and Possible Motion by the Committee  

 

1. Presentation, discussion, and possible motion to approve the external audit scope of work and 

timeline of services for the Financial Statements ended December 31, 2022, performed by Williams, 

Adley & Company-CA, LLP    
  - Robert Griffin, Partner 

  - Kenneth Yu, Sr. Manager 

    Williams, Adley & Company-CA, LLP 

  - Erica Haywood 

Recommendation:   

The Audit Committee recommends to the Board of Retirement that the Board approve the external audit 

scope of work and timeline of services for the Financial Statements ended December 31, 2022, to be 

performed by Williams, Adley & Company-CA, LLP.  

 

Information Items:  These items are not presented for Committee action but consist of status updates and 

cyclical reports 

    

External Audit 

 

1. 2023 Audit Committee Work Plan (Proposed)      - Lisa Johnson 

 

Internal Audit 

 

1. Review of Annual Risk Assessment      -  Harsh Jadhav 

 

2. Presentation of the 2023 Internal Audit Plan (Proposed)  -  Harsh Jadhav 

 

3. Trustee Education (ACFR Review)     -  Henry Levy, Trustee 

 

Trustee Comment 

 

Future Discussion Items 

 

Establishment of Next Meeting Date 

 

April 20, 2023 





























 
 

 

 
2023 Audit Committee Work Plan (Proposed) 

                                     Action Items                                                  Information Items                                        Staff Items 

Note:  This work plan is subject to change without prior notice.  Periodic rearrangements of agenda items will be made to the work plan to provide a reasonable 
length of time for each meeting.                                                                                                                                                                                                         Updated 2/9/2023 

Feb 16 – 
12:30 PM 
(3rd Thurs, 
same day as 
Board 
Meeting) 

External Audit 
• Presentation, discussion, and possible motion 

to approve the external audit scope of work 
and timeline of services for the Financial 
Statements ended December 31, 2022, 
performed by the external audit firm 
 

Internal Audit 
• None 

 

External Audit 
• Audit Committee Work Plan 

(Proposed) 
 

Internal Audit 
• Review of Annual Risk 

Assessment 
• Presentation of the 2023 

Internal Audit Plan 

 
 
 
 
 

Apr 20 – 
12:30 PM 
(3rd Thurs, 
same day as 
Board 
Meeting) 

External Audit 
• None 

 
Internal Audit 
• None 

External Audit 
• Presentation and discussion of 

the GASB Statement No. 67 
Valuation and addendum as of 
December 31, 2022 (Segal) 

• Presentation and discussion of 
the GASB Statement No. 74 
Valuation and addendum as of 
December 31, 2022 (Segal) 
 

Internal Audit 
• Progress report on the Internal 

Audit Plan 
• Review complete audits 
 

The GASB Statements No. 67 and 
No. 74 Valuations and addendums 
are presented at the April 
committee meeting and brought 
back in May for concurrent 
approval with the audited financial 
statement. 
• Participating Employers 

meeting with Segal and 
Williams Adley to present: 

o Actuarial Valuation as of 
December 31, 2022  

o GASB Statement No. 67 and 
No. 74 Valuations and 
addendums as of December 
31, 2022  
 
 

 



 
 

 

 
2023 Audit Committee Work Plan (Proposed) 

                                     Action Items                                                  Information Items                                        Staff Items 

Note:  This work plan is subject to change without prior notice.  Periodic rearrangements of agenda items will be made to the work plan to provide a reasonable 
length of time for each meeting.                                                                                                                                                                                                         Updated 2/9/2023 

May 18 – 
12:30 PM 
(3rd Thurs, 
same day as 
Board 
Meeting) 

External Audit 
• Discussion and possible motion to 

recommend that the Board of Retirement 
accept and file the December 31, 2022 
Audited Financial Statements and 
Independent Auditor’s Report 

• Discussion and possible motion to 
recommend that the Board of Retirement 
adopt of the Government Accounting 
Standards Board (GASB) Statement No. 67 
Actuarial Valuation and addendum as of 
December 31, 2022 

• Discussion and possible motion to 
recommend that the Board of Retirement 
adopt the Government Accounting Standards 
Board (GASB) Statement No. 74 Actuarial 
Valuation and addendum as of December 31, 
2022 
 

Internal Audit 
• None 

External Audit 
Internal Audit 
• Progress Report on the Internal 

Audit Plan 
• Review completed audits 
 

 

 
 
 
 
 



 
 

 

 
2023 Audit Committee Work Plan (Proposed) 

                                     Action Items                                                  Information Items                                        Staff Items 

Note:  This work plan is subject to change without prior notice.  Periodic rearrangements of agenda items will be made to the work plan to provide a reasonable 
length of time for each meeting.                                                                                                                                                                                                         Updated 2/9/2023 

Jun 15 – 
12:30 PM 
(3rd Thurs, 
same day as 
Board 
Meeting) 

External Audit 
• Review and possible motion to adopt the 

audited Schedule of Employer Allocations 
(Pension and OPEB) and the audited 
Schedule of Pension and OPEB Amounts by 
Employer based on addenda to the 
Governmental Accounting Standards Board 
(GASB) Statement No. 67 and Statement No. 
74, valuations as of December 31, 2022 

 
Internal Audit 
• None 

External Audit 
• Presentation and discussion of 

GASB Statement No. 68 and 
GASB Statement No. 75 
Valuations and Employer 
Schedules as of December 31, 
2022  

 
Internal Audit 
• Progress Report on the Internal 

Audit Plan 
• Review completed audits 

 

Oct 19 - 
12:30 PM 
(3rd Thurs, 
same day as 
Board 
Meeting) 

External Audit 
• None 

 
Internal Audit 
• None 

External Audit 
 
Internal Audit 
• Progress Report on the Internal 

Audit Plan 
• Review completed audits 

 

 



 
 

  

MEMORANDUM TO THE AUDIT COMMITTEE 
 

DATE: February 16, 2023 

TO: Members of the Audit Committee 

FROM: Harsh Jadhav, Chief of Internal Audit 

SUBJECT: The Proposed 2023 Internal Audit Program 

 
Executive Summary 
 
The Audit Committee meeting in February 2023 will feature the proposed 2023 Internal Audit 
Program, a discussion on the risk assessment process, a cybersecurity update, and the second 
in a series of trustee financial education segments provided by Trustee Levy. The second 
segment will be provide more information about how the actuarial valuation information ties in 
the ACFR, where to find information about investment manager fees and the different asset 
classes ACERA invested in, and a brief review of GASB 72. 
 
The annual risk assessment is complete. The Internal Audit Department has reassessed the 
internal controls and risks identified by management to determine how changes in business 
processes, laws, pension practices, and the organizational structure have affected the risk 
ranking for 2023. Based on the risk assessment results, the Internal Audit Department plans to 
conduct four internal audits, three special projects, and provide staff with fraud training.  
 
The Internal Audit Department will also continue to work closely with PRISM to provide input in 
the Cybersecurity and Data Security Self-Assessment and PAS Project. PRISM regularly 
performs a self-assessment of the incident response procedures, security management 
process, IT infrastructure, and cybersecurity training allows the agency to uncover gaps, 
potential weaknesses, and threats that could undermine the security of sensitive information. 
Furthermore, it is a vital readiness step to ensure the infrastructure and IT environment supports 
the upgraded pension system.  
 
Internal Audit staff continues to promote fraud awareness through annual fraud training for staff 
and serve as resources for strengthening organization-wide internal controls. This year, we are 
excited to be joined by members of our staff, who will provide organization-wide fraud training 
specific to protecting member information and fund assets. 
 
 
 
 
 
 
 
 
 



 
 
 
 
2023 Audit Schedule 
 

 
 
2023 Audit Program 
 
Internal Audits  
 
Death Benefit Audit 
The objective of this audit is to review the process used for paying death benefits to 
beneficiaries of deceased retired members.  The audit process will include both an examination 
of the existing procedures and a verification check to ensure members selected as part of the 
sample are alive and well. 
 
Prevent Member Identity Theft Audit 
This audit aims to strengthen internal fraud controls to prevent third parties from making 
unauthorized changes to member accounts and banking information. The examination will 
review the business process and explore technology solutions to enhance identity management 
controls. 
 
Workforce Resilience Audit 
The purpose of this review is to determine if ACERA has trained staff, backup personnel, and 
documented procedures for their critical processes. As the pandemic continues, part of prudent 
business continuity planning requires organizations to ensure essential staff are identified, 
critical processes are fully documented and updated regularly, and backup personnel has been 
trained and assessed periodically. 
 
Third-Party Service Provider Audit 
This audit determines if the critical third-party service providers that manage ACERA's 
confidential and sensitive information (i.e., member data) have internal controls to prevent 
breaches, processes to manage adverse events and adequate incident response procedures. 
 
Special Projects 
 
Commercial Bank Internal Controls Project 
The Fiscal Services Department has asked Internal Audit to provide advisory services and test 
internal controls for segregation of duties, as ACERA transitions to a new commercial bank to 
manage a suite of services, including retirement payroll, expense administration, and vendor 
payments. 
 
 
 
 

Internal Audit Plan (2023) Service Line Assigned Status Q1 Q2 Q3 Q4
Death Benefit Audit Internal Audit Lyndon Not Started
Member Identity Theft Audit Internal Audit Caxton Not Started

Workforce Resilience Audit Internal Audit Harsh/Lyndon/
Marlon/Dana

In Progress

Third-Party Service Provider Audit Internal Audit Harsh Not Started
Commercial Bank Internal Controls Project Special Project Caxton Not Started
Pension Administration System Internal Controls Project Special Project Lyndon/Caxton In Progress
Cybersecurity and Data Security Self-Assessment Special Project Vijay/Harsh In Progress
2023 Annual Risk Assessment Administration Harsh Completed
2024 Annual Risk Assessment Administration Harsh Not Started
Fraud Hotline Management Administration Lyndon Continuous
Fraud Training Administration Lyndon/Caxton Not Started



 
 
 
 
Pension Administration System Internal Controls Project 
The objective of this special project will be for the Internal Audit Department to support the 
business with technical guidance on risk and internal controls as the leadership plans to roll out 
the Pension Gold (Version 3) to the organization.  
 
Cybersecurity and Data Security Self-Assessment Project 
The objective of this special project will be to work with the PRISM Department to determine if 
adequate firewalls, access controls, employee training, and processes for incident response, 
business recovery, and threat analysis are in place to ensure sensitive organizational data and 
member data is protected and secure. 
 
Summary 
 
We are focused on meeting the 2023 Audit Program objectives. I want to acknowledge my staff 
for their strong effort and dedication to delivering quality work. The Internal Audit Staff will 
continue to do an excellent job partnering with management, servicing the Board of Retirement, 
and protecting our members. 



Internal Audit Department 
2023 Internal Audit Plan

February 16, 2023



Review the Risk 
Assessment Process

Agenda

2

Cybersecurity 
Update

Trustee 
Education

Proposed Internal 
Audit Plan



Annual 
Internal 
Audit Risk 
Assessment 
Process

• Reviewed the strategic 
objectives of each 
department and current 
and potential risks the 
departments were 
concerned about.  Risks 
covered benefits, fiscal 
operations, investments, 
legal, IT, actuarial and 
human resources.
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Annual 
Internal 
Audit Risk 
Assessment 
Process

• Discussed potential 
control weaknesses, new 
business processes 
introduced in the current 
year, staffing changes, and 
new legislative mandates 
which may impact the 
current business.
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Annual 
Internal 
Audit Risk 
Assessment 
Process

• Reviewed potential 
cybersecurity risks 
related to privacy and 
data security.

• Considered risks for 
fraud and compliance 
issues.

• We summarized the key 
risks from each 
department to help 
prioritize our audit effort 
and develop the Internal 
Audit Plan for 2023. 
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• Board Governance
• Economy
• Staffing

• Theft of Member 
Identity 

• Overpayments
• Retirements Processing

• Project Risk – PAS, 
ONBASE

• Cybersecurity
• Business Continuity 

Planning

• Maintaining 
Institutional 
Knowledge

• Transition to New 
Financial Bank

• Retaining Key 
Personnel

Operations Technology

InvestmentsBenefits

Identified Risks



Proposed 2023 Internal Audit Plan

7

Internal Audit Plan (2023) Service Line Assigned Status Q1 Q2 Q3 Q4
Death Benefit Audit Internal Audit Lyndon Not Started

Member Identity Theft Audit Internal Audit Caxton Not Started

Workforce Resilience Audit Internal Audit Harsh/Lyndon/
Marlon/Dana In Progress

Third-Party Service Provider Audit Internal Audit Harsh Not Started

Commercial Bank Internal Controls Project Special Project Caxton Not Started

Pension Administration System Internal Controls Project Special Project Lyndon/Caxton In Progress

Cybersecurity and Data Security Self-Assessment Special Project Vijay/Harsh In Progress

2023 Annual Risk Assessment Administration Harsh Completed

2024 Annual Risk Assessment Administration Harsh Not Started

Fraud Hotline Management Administration Lyndon Continuous

Fraud Training Administration Lyndon/Caxton Not Started



Trustee 
Education

Overview of the 
(2021) Annual 

Comprehensive 
Financial Report

8



9

1. You can access the financial 
reports by selecting 
“Publications” under Forms & 
Publications from the Menu on 
the ACERA website 
(www.ACERA.org) 

2. Select 
Comprehensive 
Annual Financial 
Report under 
Financial Reports

3. Select 
Comprehensive 
Annual Financial 
Report For The 
Year Ended 2021 
under 
Comprehensive 
Annual Financial 
Reports and then 
click “Download” to 
retrieve the report



Table of Contents

10Source: 2021 Annual Comprehensive Financial Report



Trustee Education

Example of how certain sections 
of the financial report can be 
used to gather business 
intelligence about performance, 
risks and trends.

11Source: ACERA Website (https://www.acera.org/actuarial-valuations

If a member asks you about ACERA’s funding status, this chart on the 
ACERA website displays our funded ratio for each year.

https://www.acera.org/actuarial-valuations


Comparison 
of Actuarial 
Valuation 

Report to the 
ACFR

12

We can reconcile the plan assets 
on the actuarial report with those 
on the Annual Comprehensive 
Financial Report (ACFR).

The plan assets can be found on 
the Statement of Fiduciary Net 
Position, which is like the balance 
sheet of a corporation.



13

The assets used by the actuary to perform their funding analysis could 
differ from the assets reported on the ACFR. This is due to the actuaries 
making long-term assumptions about interest rates, inflation, 
demographics, and other factors which are necessary for their statistical 
modeling.

Difference of $1,132,947,106 



Investment Snapshot Report

14



Understanding 
ACERA’s Investment 

Portfolio

15

This detailed 
section of assets 
and liabilities on 
the Statement of 
Fiduciary Net 
Position provides a 
breakdown of the 
investment 
portfolio by asset 
class.  



Fair Value Measurement and 
Application (GASB 72) 

Objective: To provide a methodology to report the fair 
value of investment assets on the financial statement.

Fair value is the price that would be received to sell an 
asset or paid to transfer a liability in an orderly 
transaction between market participants at the 
measurement date.



Determining Fair Value

Stocks

Bonds

Real 
Estate

Private 
Equity

Harder to Value

Easier to Value

Some asset are harder to 
determine the fair value than 
others.



Directly vs. Indirectly Observable
Investment Type Level 1 - Directly

Observable Inputs
Level 2 – Both Directly 
and Indirectly 
Observable Inputs

Level 3 - Indirectly
Observable Inputs

Stocks Similar stocks actively 
trade on a stock 
exchange where pricing 
is available on a daily 
basis.

Bonds and Real Estate Quoted prices for 
similar investments in 
active markets but 
there are also other 
market inputs.

Private Equity ** Use internally 
generated data or 
other industry 
information with 
adjustments for risk

**Maximize use directly observable over 
indirectly observable information.



Title
www.acera.org

Cybersecurity Update

February 16th, 2023
Vijay Jagar



Cybersecurity Update: Detection

• Anomalies and Events

• Potential Impact

• Intrusion Detection

• Intrusion Prevention

• Continuous Monitoring

• Verify Effectiveness



Questions

21
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